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Abstract

In the past, law enforcement officers who used traditional investigation techniques
and communications surveillance often conduct criminal investigation effectively.
However, the rapid development of communication technology has not only brought

convenience to people but also changed the appearance of crime cases.

Criminals have started to use various emerging communication technologies to
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avoid the sight of law enforcement agencies. Using communication applications is
currently the one of the most common methods
These applications provide free voice/video calling and text/voice/multimedia

messaging functions. These applications also operate worldwide via the Internet with
encrypted communication mechanisms and they do not follow the local communications
surveillance regulations. Criminals no longer need to use traditional telecommunication
services. This is the bottleneck of the criminal investigation today. It has been hard for
Global government and law enforcement agencies to find feasible solutions to respond.

This paper presents an overview of challenges to communications surveillance
technologies and standards among communication industries. The potential solutions of

obtaining the encrypted communication content and their applicability in real cases are
reviewed and discussed. Finally, the future countermeasures and their research direction
are highlighted.
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Lawful Interception (LI); Handover Interface and Service-Specific Details (SSD) for IP
delivery; Part 1: Handover specification for IP delivery, 2017 ) °
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Lawfully authorized electronic surveillance

& (ATIS/TIA)

. ey . Lawfully authorized electronic surveillance (LAES) for voice over
SR (F TS ’ (AR

s acket technologies in wireline telecommunications networks
smm (ams) D 0

(ATIS-1000678.b.v2.2010)

iR ER=E Delivery function to collection function interface specification
(CableLabs ) (PacketCable 2.0 PKT-SP-ES-DCI -CO01)

Lawful interception (LI); handover interface for the lawful
interception of telecommunications traffic (TS 101 671)

Lawful interception (LI); handover interface for the lawful
interception of telecommunications traffic (ES 201 671)

Lawful interception (LI); equirements of Law Enforcement Agencies
BRI 78 {5 A7 ME 17 & | (TS 101 331)

(ETSI) Lawful interception (LI); ASN.l1 object Identifiers in Lawful
interception and retained data handling Specifications (TR 102 503)
Lawful interception (LI); interception domain architecture for IP
networks (TR 102 528)

Lawful interception (LI); handover interface and service-specific
details (SSD) for IP delivery series (TS 102 232-1~7)

3G security; lawful interception requirements (TS 33.106)

FHAETERETE

(3GPP) 3G security; lawful interception architecture and functions (TS.33.107)

3G security; handover interface for lawful interception (TS 33.108)
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Android ¢ Apple i0S el » HEMREZFECEEZ Google Play BIfEEH
314 #f# Android FEFHE=NATHE NEL » Apple BY App Store HIF 209 E{lE i0S
HIKEFRE 0T LU #; (“App stores - Statistics & Facts,” 2021) » 1 - B H
RS AR 350 EEEMHRE=TLU T & (“China: number of mobile
apps available on app stores 2020,” 2021 ) £ LA E&EEHIIRERI 2 B FHRE A
BTHERR HLRT » ELahGs - el s i BR i 2 015 DA - thiidss FHE
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enforcement operation against encrypted communication ,” 2021; “Dismantling of
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Release Discussion Draft of Encryption Bill, 2016 )(“The Assistance and Access
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Overseas Use of Data Act) @RI SRIg (AR » 2019) °
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Voluntary Federal Standard for Key Escrow Encryption,” 1993 ) 8% " BURFfZEY
%4#8 (Government access to keys, GAK ) ; (Koops, 1995) o FAME&E =T
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1998 £F-GH4G » SMEd AR — ELAE S AR =2k 728 H 2 (Quinlan & Wilson,
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FonH BRI 1R LB (“Guidelines for law enforcement,” n.d.; “Information
for Law Enforcement Authorities,” n.d.; “Law Enforcement Guidelines Us,” n.d.;
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“Tumblr Law Enforcement Guidelines,” n.d.; “WeChat law enforcement data request
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#% i T-#F (Equipment interference ) ( Equipment Interference Code of
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R BT T DLRFRET 2 A RIRY 520 PIATEE S ~ [HIERik IS R s a0
Fhen % o I E B SO T - ZBEAERE - ECE A AR
HHAY -

(=) 781
2] H R st S S I @A S F B2 2 fEEHAE © MRk
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15 Ba 22 - BUAPEER U RE BL i AIEC EZE i  Hh BE (5 M R& Y AiE 5 B
A MAERE R BERHURRY H BT T A ZERT AT 3 Y R BT E EC (Beuth &
Biermann, 2017 ) °
ST Ryt EHRERAYTTE - FURMERR T LAGE PR BT - BUSREITFAE
EMSHYHAMER - R A PRSEERAE (Zoller ~ E4H, - 2019) -
2. BN Bk
TERIFFSIN SRS 20k RIUE » £ TSNS 260 IR T Behis
EAFIVECRARIME ST (“§20k Verdeckter Eingriff in informationstechnische
Systeme ,” n.d.) » SCFF EEFHR RAE TERIER - BFONEER 7B
HelkEE AAEREIE ERIIT Ry - nTDUER R B 7 a2 e A B PRy BRI Rt
(HEERMYER) (“Bundesverfassungsgericht - Decisions - Constitutional
complaints against the investigative Powers of the Federal Criminal Police

Office for fighting international terrorism partially successful,” 2016 ) °

(=) &k

FEIEEREAEE (Code de proc durep nale) A FEIHIL B RIEIVENSE
FHEEIRE - Bl 2011 82 2011-267 5752 2016 2 201-731 §RiEf#: (LOI
n° 2011-267 f 2016-731) MEZE - HAUEEEMHM T EERK T ERH Y
&&H (De la captation des donn esinformatiques) | * SF4MNE 706-102-1 £
706-102-9 BRI & RERGE ARSI BE FHEfr Al T B AETNCEEAAZ - H e
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1. BEnREseriv: (The Surveillance Devices Act 2004 )
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warrant ) 2 BISTFEVSIR ( The computer access warrant ) © £E Bq il ax i 21k
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BEISFIS IR RIS B A BRI EE A HPEaEsn
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S HERICIERE DS -

2. B RN (The Assistance and Access Act 2018 )

R KA EAEEIEFRA R EHINE » NP 2018 FE55ME T
Bl R AFEGE » A ORI B E B R 2 e A\ RAE i L 2T ey
HETH - R EHEAS BRIV K G - BRInadREEH 3k
fiePe it Bk K2 R S ERE IS - M m AR B RS A RYE
FSHERR (“The Assistance and Access Act 2018,” n.d. ) » FZfrthBl/aL & $hi ik
Bam KRS B R ) ~ AR Z kR i Rt in i B (et 2
GREJIFRILFTRIVEBIRIATER T ) RESKIEHEFFEEHIIRE (LR E
R LA BRI IENL T ) » BE ST T ERFISIR (The
computer access warrant ) * LT Fyai A g B D TR EHNER I » [RIIF RS
R AHAFE TSI (“Assistance and Access: Overview,” n.d. ) ° {HIEEN
BN — P B FHTER R i B2 A i A N e e FE S R Bl T ik
S9EG ) BRI - B i KREE KRR TR R e AR IR ~ 2T
BREST BRI 22 (“Assistance and Access: Overview,” n.d. ) ©

=~ EHBRER

AT 2 G 7 A [F] B R PR BRI S N i A A A B R O S AHRBR A -
BHOAHT L PR R RIS AN TR B M b 2 Sk i B B AR S d R
R FEHIR K ERIE BB BELE RS IR B B S 1F EAFAERT 2 FE (“Joint
meeting of Five Country Ministerial and quintet of Attorneys-General: communiqué,
London 2019,” 2019) » fEH R ZEISERI TR G E - TIHEAEHERAIHE - &
BT LUEREE - PUEBER DL Seie sl B 2 T30 - AREUS R A EE TS
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(—) BBPGEBERDE# EncroChat %8 T BEHE %

2017 L - R B E R RAHRH AR R 2 EncroChat FYT-HEH #z HIER
TERHRBID TR SR 2B » I TR E A MENESLRE - LM SIM
REE i FE SR E NI E 5+ [RIRF B 2 R S A A ARy s
H > BZFRARGER T HE « 28508 ~ GPS A1 USB /1 H#ZERSN » i ER
FHREE RS IIEE (“Dismantling of an encrypted network sends shockwaves
through organised crime groups across Europe,” 2020 )’ ££ 2020 &-#J]» EncroChat
CL Ry KRR A e it 2 — » IEEIRERE R ZE . EncroChat H = 3R
HIEA &I R 3T 2 i A S ARIRED ~ H AR R sk 0s » W FIE = EL
HIFH P RIRERF L R IESIUTE - S5ERYE » BUARIR IR A RIAL A EIRY
frlfkas b Al 2ede—RREdhraefi - FACHUS H P RN ERA A (L enquéte
EncroChat en France, n.d.) °

2020 4 7 H 2 HEWHEREAAR (EUROJUST) #AnyHTETRH - SEH
Rt T =TS AYEERAIA » TR B Al RS 5 A 15 ARSI 5 B B K5 ) T
EWERGERLSEE - AIERE 10,000 2T dATHE ~ 70 2SR K 12,000 22
FrRIE ~ 1,500 28 ZedFthidn ~ 19 8E5E TR S IEHEB I - FEBERAYE
il [ 5 15 2 R B ~ B B e B M T 3T % B 7 e &R 70 IR Bk e A B A

(“Dismantling of an encrypted network sends shockwaves through organised

crime groups across Europe,” 2020 ) °

() EBFUIE Be fof B SRIE BEBH I iR Sky ECC % ¥ 35 g %

13 B e AT B B 58 S A BRI EncroChat 7% B EEAEIS 1% - JUSEM

TR [ BT N5 R R ILERS Sky ECC » B — e A R B S HAY

A AR EH O ATMFTRERS B i Z B NEHE X 5 - BA RIE RS ME

500 EESHIEEBAGITTRESIAE 90 R IR A - Sky ECC 2t H 3R
EERHH - ZEaEE KRS - B BRI el DIdE BT
PR - AR BRI F 28R 17 8 ABE R TR - 3 RAZHHT 300

B PRETUE. - T L e 20% 0 F P AL EEAIIRE B AR R - BUEAE R LG THE

s A Ao R 2 R 1 PP S B0 P B R JER 12 » v L Iy B B H it
(Goodwin, 2021; “New major interventions to block encrypted communications

of criminal networks,” 2021 ) °
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TEFHARHETT T AHUE AT TE) - #8155 700 ZAEBRAT - 3l 800 2 A& 1
8,000 23T ET g ~ 22,000 AT AN ~ 2,000 272 IEAMiAR ~ 250 ST R
4,800 ESEILEBRSE G INE G - HI/MERE T 50 (a5 T (<800
criminals arrested in biggest ever law enforcement operation against encrypted

communication,” 2021 ) °
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